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װ CNCERT ᵣ ᵲҿӀ ᶳ Ї

ԝ ҹ Ὴ ᵩ ⅎשׂ Ї Ḫ ῝ ῊԐ

ᴌ ɼ 

2022 4 Їԝ Ὴ ‟ ᵩ ᴍҿ ɼӀ ҐЕ 

ü Ὺ Ὅ ҿ507ҌүЖ 

ü Ὺ 5, 052үЇῚҲ ҿ25үЖ Ὺ

ῇ ҿ2, 338үЇῚҲ 41үЖ Ὺ

ᴕῺ ҿ1,676үЖ 

ü Ḫ Ὴ ΐ֩ ЃCNVDЄ Ḫ Ὴ 1,347

үɼῚҲЇ 432үЇ ⌐ ₵ 1,118

үɼ 
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ԋ҈ᶂḲ   ẔỚἩ ᶴתᴃ ѧỌεCNCERTζ 

1ɻCNCERT  ב

ᵲ  

Ҳ Ѓ Ņ ԝ Ҳ ņЇ

CNCERT CNCERT/CCЄЇ ԓ 2001 8 Їҿ ⌐ Ὴ

Ҳ Ї Ҳ ᵩ Ҳ ᵣɼᵲҿ Ҳ ЇӀ

Е Ņ ɻ ɻ ɻⱵḦ ņ Ї ԝ

ῊԐᴌ ɻ ɻ ᵲЇ Ḫ Ὴ ΐ֩

ЃCNVDЄ, ῎ΐԝ ῊЇḦ ῗ Ḫ Ὴ ɼ 

ᵩ  

ᵲҿҲ ᵩ Ҳ ᵣЇ ╦ CNCERT Ҳ 31

ү ɻ ɻ ⅎ Ї Ὴᴗҟɻ ɻ ᴰ

Ї ᵣɻ ꜙ Ὶל Ї Ҳ ԝ

Ὴ ᵩ Їΐ ԝ ῊԐᴌɼ 

ҟ ᵲ 

CNCERT ҟ ꜠ ⱵЇғ Ὺ Ḫᴗҟɻ ẅ Ḫᴗҟɻ

ῳ ꜙ ɻ Ὴ ꜙ Ḫ ΐ֩ɻ ɻ

ΐ֩ ᵲ ┼Їꜘ ῊḪ ΐ֩ ᵲЇ ⅎ῎ΐԝ

Ὴ ꜙ ҿŅCNCERT Ὴ ꜙ ᵣņɼCNCERT ԋҲ

ЃANVAЄ Ҳ ԝ Ὴ ЃCCTGAЄɼ 

ᵲ 

CNCERT Ὴ ᵲЇ Ⱶԓ ῊԐᴌ

┼Ї Ὴ ᵲ FIRST Їװ ֘

APCERT Ӑ҅ɼ ŅCNCERT ᵲᴯᵊ ↔ņЇ ғ ᵯү

ԋ ┼ɼ ꜘ֘ ɻ ɻҏ ɻҡ ɻ

Ὴ ῗ ᵲɼ 

2ɻҟꜙ  

Ԑᴌ Еᶳ ῎ΐԝ Ὴ Ḫ ɻ ║

Ḫ ɻ ꜠ԝ ꜙ ᶱ ɻ ẅ Ḫᴗҟ ῊԐᴌ Ӏ ɼ

ғ Ὺ ᵲᴯᵊ Ḫ ΐ֩Їװ ɻJ ɻ ᴌɻ
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Ὺ ῊԐᴌ ₵

ῊԐᴌɼ 

Еʂ ҵ ⅎ Ḫ Ὴ

ⅎ ɻ ῊԐᴌ ‟ ɻ Ὴ ‟ ⅎשׂ Їҿ

ᵣ ᶱԝ Ὴ Ḫשׂ ɻ Ὴ Ḫ ΐ֩ ꜙɼ 

Е ԓ Ӏ └ Ԑᴌ Ї

Ї Ԑᴌ Е ԝ Ὴ Ԑᴌɻ ԝ

Ԑᴌɻ Ḫ Ԑᴌɻ ԐᴌЇ

װ ῊԐᴌ ɼ 

ᵆЕᵲҿ Ὴ ɻ ᵆ Ҙҟ Ї Ņ Ї ꜙ ᴰņ

∑Їװ ɻ ɻ῎ ɻ ≡ Ї ῗ ‼ҿ

ɻᴗԐҟ ᵣ ᶱ Ὴ ꜙɼ Ḫ Ὴ ῗ ‼┼ Ї ғ Ḫ

ԝ Ὴ ∆ ‼ ┼ ɼ 
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ⱱ ᴣԁ ᶲ῎ 

ʃCNCERTԝ Ὴ ʄЃװҐ Ņ ņЄҿ

Ҳ Ѓ ԝ Ҳ ЇCNCERT CNCERT/CCЄ ⅜ Ї

CNCERT ┼ ɼ Ҳₐ Ὺ ₴ ЇῚ ᵣ

ɼ ⌐ CNCERT Ї CNCERT Їᴑᵫ ᵣ

үָҒ װ ῚҲῪ ԓῚל ɼ 

CNCERTⱵԎḦ ‼ ЇῚҲ Ḫ ɻ ɻ ᶱ׃ Ї

Ғᵲҿ үָ ᴗҟ Ὴ” ᶳ ЇCNCERTҒ ғ ῗ ҅⅓ ᴑɼ

̔ 

ȇCNCERTԑ ῃ Ȉ̆ ᴋᵥ ̆

ҍ ױ ̆ Ḥ ҹ̔cncert@cert.org.cnȂ 
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 ῴ Ḡԅᶢ ỗ֫מ‘ 

2022 4 ̆ԑ ῃ ’ ᵣ ᴇҹ Ȃ

ᵣ ԑ̆ ̆ ҉ץ

ῃԊᴆȂ ԑ ῃ ᴏ̆ῳ ῤ IP

ῒ ᴏῳ ҉ Ȃ 

É ᶢ Ḡԅ 

2022 4 ̆ ᵣ ̆ԑ

̆ ₮ ҉ץ

̆ ҉ץ ῃԊᴆȂ 

É ԋ ӡỤᶢ ᾼḠԅ 

̆ ῤ ҹ 25ҩ ҍ̆҉

⁞ 25ҩ̆ ῤ ᶛҹ 0.5%Ȃ ῤ ῀

ҹ 41ҩ ҍ̆҉ ⱴ 21ҩ̆ ῤ ῀

ᶛҹ 1.8%Ȃ Ḥ ῃ ῍֣ ̂CNVD̃῍

ԅ 5,471 ץ ȁ Ḥ ץ

Ḥȁᴰ ȁῈ῍ ȁ ῏ ҙ ԊᴆȂ 

É ԇԊ  ᶫḠԅע

2022 4 ̆ CNCERT ̆ ԑ ῃ

Һ ’ Ҋ̔ ὅ ꜚ ’ ̆ ῤ

507҆ҩ IP Һ ὅ └̆ ҉ ⁞ 4.7%Ȃ

ῃ ̆ ῤ ҹ 5,052ҩ̆ ҉ ⁞ 44.4%̕

ῤ ῀ ҹ 2,338ҩ̆ ҉ ⁞ 7.4%Ȃ ῤ

ᴏῳ ҹ 1,676ҩȂ ῃ ̆ CNVD῍

Ḥ ῃ 1,347ҩ̆ ҉ ⁞ 44.6%ȂῒҬ

432ҩ̆ ҉ ⁞ 44.7%̕ ≠ ₯ 1,118
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ҩ̆ ҉ ⁞ 45.1%ȂԊᴆ ̆CNCERT ⌠ ῃԊ

ᴆ 9,875ᴆ̆ ҉ 0.3%̆ №≢ Ԋᴆ

3,666ᴆȁ Ԋᴆ 3,555ᴆȂԊᴆ ̆CNCERT

ԅ ῃԊᴆ 9,799ᴆ̆ №≢ Ԋᴆ 3,666ᴆȁ

Ԋᴆ 3,552ᴆȂ 
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 ῴ ḠԅѮ ᾭὯ 

É ֿפ⅜ ╜ᾭὯ֫‘ 

ü Ὅ ⅎ  

2022 4 ̆ ῤ 507҆ҩ IP Һ ὅ

└̆ҍ҉ ⁞ 4.7%Ȃ № ╠҈ᵝ

№≢ қ ȁ Ȃ 

ὅ └ Ⱶ IP ҹ 16,323ҩȂῒҬ̆ ῤ

ὅ └ Ⱶ IP 8,668ҩ̆ № ╠҈ᵝ

№≢ҹ ֤ ȁ қ Ȃ ὅ └ Ⱶ IP

7,655ҩ̆Һ № ԍ ̆ ḇ ȂῒҬ̆ᵝԍ ῌ

└ Ⱶ └ԅ ῤ 2,111,596ҩҺ IP̆ └ ῤҺ IP

ᵝ̆ῒ ᵝԍ ḇ IP ̆№≢ └ԅ ῤ 1,544,685

ҩ 76,030ҩҺ IPȂ 

ü ꜠ԝ ⅎ  

2022 4 C̆NCERT ╠ ῖ ꜚ

№ ̆ יּ 67ҩȂ 

2022 4 ̆CNCERT ȁҩֲ ȁ ȁԐ

ᴰ Ҋ ꜚԑ 2,137ҩȂ ֓ ꜚԑ

ҹ ̆ №ҹ Ȃ 

É ḠԅᾭὯ֫‘ 

ü Ὺ ‟ 

2022 4 ̆ ῤ ҹ 5,052ҩ̆ ῤ

№ ╠҈ᵝ №≢ ֤ ȁ қ Ȃ

̆ .COM ̆ῒ ҹ ҙ
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̕ .GOV 25 ҩ̆ ῤ

ᶛҹ 0.5%Ȃ 

ü Ὺ ῇ ‟ 

2022 4 ̆ ῤ ῀ ҹ 2,338ҩ̆ ῤ

῀ № ╠҈ᵝ №≢ ֤ ȁ

қ Ȃ ̆ ῀ .COM

̕ ῀ .GOV 41 ҩ̆ ῤ ῀

ᶛҹ 1.8%Ȃ 

2022 4 ̆ 1,567ҩ IP ῀ ῤ 1,938ҩ

└ȂῒҬ̆ IP Һ ᵝԍ ȁ

≠֒ Ȃ׆ IP ῀ └ ῤ ̆

IP ῍ ῤ 564ҩ ῀ԅ ̆ ᵝ̕

ῒ IP ̆№≢ ῤ 219ҩ 108ҩ

῀ԅ Ȃ 

ü Ὺ ᴕῺ ‟ 

2022 4 ̆CNCERT῍ ⌠ ῤ ᴏῳ

ҹ 1,676ҩ̆ 1,614ҩ ĬP 197ҩ̆ 197ҩ IP

Ҭ̆70.1%ᵝԍ ̆Һ ᵝԍ ⱴ Ȃ 

É ◖╓ᾭὯ֫‘ 

2022 4 C̆NVD Ḥ ῃ 1,347ҩȂ

⅞№̆ 432ҩ̆ ≠ ₯

1,118ҩ̆ 826ҩȂ ᴆ Ciscoȁ

GoogleȁIBMȁMicrosoftȁAppleȁOracle Ȃ 

̆ №ҹ ȁWEB ȁ

ᵬ ȁ ̂֜ ȁ ȁ̃ ῃ֟ ̂

ȁ῀᷅ ȁ̃ ̂ ̃
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Ȃ CNVD Ҭ̆ № ╠҈ᵝ

№≢ WEB ȁ ȁ Ȃ 

É Ḡԅ҆ҭὶᾠљᶴתừ֙ 

ü Ԑᴌ ‟ 

2022 4 ̆CNCERT ⌠ ῤ ᴆȁ ȁ

֜ȁD ῃԊᴆ 9,875ᴆ1̂ ԅ Ҍ

ѿ ῃԊᴆ ғ̆Ҍ ᴆ Ԋᴆ̃̆

ῒҬ Ԋᴆ 32ᴆȂ 

9,875ᴆԊᴆ Ҭ̆ ╠҈ᵝ ῃԊᴆ№≢ ȁ

ᴏῳ ԊᴆȂ 

ü Ԑᴌ ‟ 

ῤ ᴆȁ ȁD ῃ

Ԋᴆ ץ̆ Һ ῃԊᴆ C̆NCERT Ԋᴆ

ȁ ̆ Ԋᴆ

Ȃ 

2022 4 ̆CNCERTץ №Ҭ ῍ ԅ 9,799

ῃԊᴆȂῒҬ ȁ ᴏῳ Ԋᴆ Ȃ

 

1Е CNCERT̔ Ғ Ԑᴌ ᴌ Ԑᴌ Ї Ầ ɼ ԓ

ᴌԐᴌ ЇCNCERT Ҳ ԝ ᴰ ᴌҲ ɼ 
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χ   

 ̧ Ḫ  

Ḫ ᴌɻ ᴌɻ Ḫ װ Ḫ

ҿ ɼ 

 ̧  

Ḫ Ҳ ᴌɻ ᴌ Ḫ Ҳ Ғ Ї

ה ᶕ ₵ ‟Ґ Ї Ḫ ҹ Ὴ ɼ 

 ̧  

‟ҐЇ Ḫ Ҳ ɻ װ └Ғ

ɼ ⅎ ҐЕ 

1. ᴠ ЃTrojan HorseЄ 

ᴠ Ѓ Є װ үָḪ Ї ┼

ҿӀ ש ɼ ԓ ἥ ҅ ῇ Їғ

ԎҲ Ņ ņ ⅎ ᵒЇ ɼ ꜗ Ї

҅ ⅎҿЕ 2ɻ 3ɻ 4ɻ ┼ 5ɻ

꞉ 6ɻҐ 7 Ὶ ҈ ɼ 

2. Ὅ ЃBotЄ 

Ὅ ԓ ₵ ש ɼ ᶕ Ḫ Ї

Ὅ ҅ ⅎҿЕIRCὍ ɻHttpὍ ɻP2PὍ

Ὶ Ὅ ɼ 

3. ЃWormЄ 

┼ ᴶ Їװ ҿӀ

ש ɼ ᴶ Ї ҅ ⅎҿЕ ᴌ ɻ

ɻU ɻ ⌐ Ὶ ֒ ɼ 

 

2Е ԓ ɻ ɼ 

3Е ԓ ɻ ║ ɼ 

4Е ԓ Ӏ Ҳ ᴌ ɼ 

5Е ┼ Ғװ Ӏ Ї Ӏ ɼ 

6Е ꞉ ԓ꞉ └ ₵ ɼ 

7ЕҐ ԓҐ ש └ Ӏ Їװ ҅ Ӏ ɼ 
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4. ЃVirusЄ 

ᴌ ᴶ Їװ Ї Ḫ

ҿӀ ש ɼ 

5. Ὶ  

ҏ ⅎ Ὶ ש ɼ 

Ґ֥ҟ Їԝ ҏ₴ ҅֙ ש Ί ҏ

ⅎ Ҳ ꜗ Ї Ғ ɼ Ї ᴂ

ש Ӏ ҏ ӎ ɼ 

 ̧ Ὅ  

Ὅ Ҳ ┼ ЇῚ ҅

ғת ┼Ḫ Ὅ Ӏ ҿЇ

ⅎ ꜙ ₵Ї ᴌЇ Ņ

ņ ɼ 

 ̧ ꜙ ₵ 

ꜙ ₵ ҅ Ḫ ₵ Ї ₵

ᵲЇװ ᶕ Ẩ ᶱ ꜙɼ 

 ̧  

Ὺ Їᶕ ᵲ ₴ ῇ

Ὺ ɼ 

 ̧ ᴕῺ 

ᴕῺ ғ ҅ ᵒ ЃḠ ЄЇ

װ ᴌɻ ɻ Ḫ Ẑ ԓ

ᴕῺ Ї Їװ үָ Ḫ Ѓ

Єɼ 

 ̧  

Ҳ ῇ ש Ї ᶕ

ῇ ש ɼ 

 ̧  

Ԑᴌ Ҳҏᴶ ┼ ה

┼ ꜙ ₵Ԑᴌɼ 
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 ̧ ᴌ 

ᴌ Ғ Ѓ Є ᴭ ᴌָɼ

ЕЃ҅Є ᴌָԐᾨ ₴ ɻ ⅜ ɻ

ᴶ ᴶ ᴌЖЃԑЄ ᴌָ ᴌЖЃҎЄ

ᴌָ ᴓɻ ɻ Ḫ ᴌЖЃ Є Ẑ Ḫ ɻ ᴌָɻ

Ḫ ᴌɼ 

 ̧ ꞉  

꞉ ꜙ ҏ Їᶕ

ῗ Ẑ IP ᶕ ɼ 

 ̧  

װ Ḫ ɼ

Ԑᴌ҅ Ḫ ҲЇ ⌐ Ҙ ⌐

ЃExploitЄ Ḫ ɼ 

 ̧ ꜠ԝ  

Ғ ‟ҐЇ ꜠ Ҳ ɻ װ └Ғ

Ї Ί ῗ ҿ ᴌɻ ɼ 


